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Risk -- “a situation involving 

exposure to danger [threat].”

Security -- “the state of being 

free from danger or threat.”

Resilience -- “the capacity to 

recover quickly from difficulties.”

Definitions by Oxford Dictionary
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Resilient

Smart



Difference in Efficiency and Resilience

- Fully Redundant

- Greater maintenance requirements

- Functional during disruption

- Less efficient during random 

attacks

- Observe emergent patterns 

- Centralized decision making

- No redundancy

- Prone to targeted attacks

How to Quantify Resilience and do Tradeoffs?
Marchese and Linkov, 2017
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Measuring Resilience
 Resilience Matrix

► Metrics Based

► Coupled with decision analysis 
comparative assessment

 Network Resilience Theory
► Model Based

► Widely applicable to networked 
systems

 Energy Resilience Analysis 
Tool (DoD & MIT-Lincoln Lab)

► Model Based

► Predicts annual unserved 
energy and life cycle cost of 
alternative energy infrastructure 
investments
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Present: Metrics-Based Resilience Approaches
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System Domains
Disruptive Event Stages
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Home      Neighborhood          Town            County           Region       State      Country

Linkov et al., 2013



Innovative solutions for a safer, better worldBUILDING STRONG®

Future: Network-based Approaches
We quantify resilience by using network science approach by considering 

the different domains as interdependent multiplex networks.
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Resilient Smart

Information

Social

Physical

Smart vs Resilient: Network View
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Resilient Smart

Information

Social

Physical

x x

Disrupt information 

node

Smart vs Resilient under Attack
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Resilient Smart

Information

Social

Physical

x x

Disrupt information 

node

Partial Loss of 

Function
Complete Loss of 
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Smart and 

Resilient

Information

Social

Physical

How can we be Smart AND Resilient?
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